ﬂ%bintec elmeg.

WLAN Controller Introduction

Introduction to
bintec elmeg WLAN Controller

1 FUNCEIONAI OVEIVIEW ...ttt ettt ettt ettt et e st e s bt e e s bt e e sabe e sabeesabeeesabeeeseeesnbeesaneeesnnes 2
P2 el do =Tt o] - 0 1o Y -SSP SPP 3
2.1 Determining CUStOMEr FEOUINEMENTS. .....ciiiiiiieiiiiieeee e e ettt e e e e e et e e e e s s s ssabeeeeeeesssasanneeeeeeas 3
2.2 Recommended hardware installation 0N Site ........coceeiieiiiiieiierceee e 3
RN A =T g W =To [T =T 0 1= o) RPN 4
3.1 WLAN CoNtroller NardWare ......c.eeeceeeeiieeiieniee ettt ettt ettt e sbe e esab e e sabeesbeeesabeeenns 4
3.2 ACCESS POINT NAIAWAIE ....eiiniiiiiiie ettt ettt et e st e s bt e e sbe e e sabeesabeesneeesabeeenns 4
3.3 WLAN Controller SOftWare lICENCES. ......couiiiiriiieiiteeee ettt ettt et et saee e sbee e 5
4 NetWOork CONFIGUIATION ..o.eviiie ettt e e e e tae e e e e bte e e e ebteeaeebteeeesabsaeaessteeesssranaesnes 5
4.1, INEEINAI DHEP SEIVET ...ttt ettt sb e st sttt et e s bt e sheesatesabeeabeebeebeesmeesmteeneeentean 5
4.2, EXTEINQAI DHCP SEIVET ...ciitiiiieteette ettt ettt ettt sttt sttt e bt e s bt e sat e st e et e e b e e nbeesmeesmeeeaeeennean 5
4.3 No DHCP server — APs with static IP address settings.......cceevvieeiniiieiiiiieee e 6
5 WLAN rollout with the WLAN controller assistant.........ccooueerieieiieeniieiieesiecete e 6
5.1 Step 1: Activation of the WLAN CONtroller.......cocciiiiiiiiiieecieie ettt s e saaee e 6
5.2 Step 2: Setup of the INTerNal WLAN .......ooo ittt e et e e e ta e e e e are e e e aaeeeean 8
5.3 Step 3: Adding @ SUEST WLAN ......ooiii ittt e e e e e e e st re e e e e e e e esabsaeeeeeeeeesnnnrnnns 10
6 Details and optional customization of WLAN controller assistant configuration ..........cccccccccevveennis 11
6.1 Overview of rollout configuration from the WLAN controller assistant.......c.ccccoecveevveerieeenneen. 12
6.2 LAN configuration details for the guest WLAN .......cooooiiiiiiiiiiee ettt 16
6.3 IMPOortant NOTES ON VLAN . ...coi ittt e e e e e e e e e et e e et e eeeeeeeeseeeeeeeeeeeeeeeeesseaseseees 19
6.4 E-mail alert in case of access poiNt failure .........cccuieeiiii e e e 20
Y o o =1 o o 1 RS 21
7.1 Configuration of a DHCP server on another bintec elmeg router........ccccceeeceeeeeciieeeeciiee e, 21
7.2 Configuration of a DHCP server on Windows Server 2003/2008..........ccccevvveeeerveeireenreenreenseennns 21
7.3. Configuration of @ DHCP server UNder LINUX......cccueeeeiiieeeeiiieeeesieeeceveeeeeiveeeesvnee e saveee s enaveeas 25
7.4 Operation of APs with static IP address SEttiNgS........cccuiieieciiie e 25

February 2023 1



ﬂ?bintec elmeg.

WLAN Controller Introduction

1 Functional overview

The bintec elmeg WLAN Controller offers you the following advantages for managing your WLAN
infrastructure:

e Assistant-guided quick installation of your WLAN network in at most 3 steps.

e Fully automatic recognition and installation of new bintec elmeg access points with all
settings of your (multi SSID) WLAN network as soon they are connected to the WLAN
Controller via LAN.

e (Centralized easy management and configuration of all access points:

o Centralised firmware updates for all managed access points

o Configuration is centrally saved in the WLAN Controller and is automatically
reassigned to access points e.g., after loss of power.

o Adding new SSIDs requires just a few clicks and is finished in seconds. Modifications
to SSIDs and other settings are deployed to all associated access points equally fast.

e Parallel support of all WLAN generations including WiFi 6 (802.11ax) with optimised defaults,
as well as display of functional range of a managed access point such as possible radio
frequencies or if it supports WPA3.

e  Multi SSID WLAN networks with secure separation via VLAN and firewall for guest networks
and other scenarios, support of all common WLAN security standards including WPA3 and (in
combination with an external Radius server) WPA Enterprise authentication (802.1X) of
WLAN clients for high assurance solutions.

e Access Points installed at public locations no longer are a security risk:

o ALL WLAN network settings, including passwords are kept in volatile RAM of the AP
only and are not saved in AP. As soon as the online connection to the WLAN
Controller is disrupted the AP automatically reboots and is again in factory defaults.
WLAN passwords etc. and hence cannot fall into unauthorised hands through AP
theft.

o As soon as an access point is managed by the WLAN Controller, direct configuration
and monitoring access to the AP is blocked. Thus, it cannot be read out by third
parties during operation.

e Automated frequency management:

o Integrated channel planning with predefined channels in every frequency band, for
non-overlapping frequency assignment.

o Interference reduction through intelligent frequency assignment which takes
neighbour access points into account as well.

e Surveillance:

o of access points including their radio modules with meaningful indicators.

o of client activity including radio cell-based localisation of clients.

o recognition and display of (undesired) access points access points in the
neighbourhood (neighbour APs, rogue APs etc.)

E-mail alert in case of outage of a managed access point
scheduler based actions (e.g., overnight shutdown of the WLAN)
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2 Project planning

2.1 Determining customer requirements

It all starts with the customers and determining what their needs really are. In most cases customers
want a WLAN infrastructure with two separate WLAN networks for employees and visitors
throughout offices and meeting rooms, allowing employees wireless connection to the company
network and the Internet, and allowing visitors wireless access to the Internet only.

Next the question arises of whether a radio frequency site survey by a specialist needs to be
performed. Because of the considerable expense involved, the radio frequency site survey is
frequently skipped; instead APs are positioned at customer discretion and in consideration of the
facility's spatial arrangement.

However, in case of complex buildings or if the customer requires a high-performance network with
continuous coverage and “voice over WLAN” (VoWLAN) readiness, a radio frequency site survey is
indispensable.

2.2 Recommended hardware installation on site

Next an electrician comes into play to install the access points in corridors and offices. If doing
without a radio frequency site survey, APs should be mounted at 15-20 meters distance to each
other: this rule usually results in a functional setup.

All APs should be connected to a PoE-capable switch over an Ethernet cable. Power supply via the
Ethernet cable (PoE) avoids installation of a 230V socket and considerably simplifies setup.

AP1 AP2 AP3 AP71 AP72
® q@ @ q@ @ @@ @ @@ @ q@

o Cr BERcERE, .., sssnnsssnnnsessens - - o

Internal Server bintec R1202

with WLAN-Controller
license for 72 APs

Figure 1: WLAN infrastucture

The electrician should document the locations and MAC addresses of the devices so that names or
locations can later be assigned to the devices during configuration.
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3 System requirements

3.1 WLAN Controller hardware

Almost all BOSS-based bintec elmeg devices with firmware versions 7.9.6 (published in October 2010)
or higher can be used as WLAN controllers (supported devices with firmware versions lower than
7.9.6 need to be updated before installation).

It is recommended to use as WLAN controllers a device type for which a current BOSS firmware from
10.2.12 (published in September 2022) or higher is available:

o be.IP swift firmware is planned to have WLAN Controller support

e All BOSS firmware based routers of be.IP series (be.IP Plus V2, be.IP Plus, be.IP Plus World
Edition, be.IP 4isdn, be.IP)

e All BOSS firmware-based routers of RSxx3 series (R$123, RS123w, RS123w-4G, RS353a,
RS353aw, RS353awv-4G, RS353j, RS353j-4G, RS353jv, RS353jv-4G, RS353jw, RS353w-4G,
RS353jwv, RS353jwv-4G)

e All BOSS firmware-based routers of RXL series (RXL12500 und RXL12100)

e All routers of Rxxx2 series (R1202, RT1202, R3002, RT3002, R3502, R3802, R4402, RT4202,
RT4402)

e All access points of WIQ series (W2003ac, W2003ac-ext, WO2003ac, W0O1003ac, APR222ac,
W2004n, W2003n, W2003n-ext, W1001n, W1003n, WI1003n, WO02003n, WO01003n,
W2002T-n)

For small installations up to 6 access points no dedicated WLAN controller hardware is needed and
one of the access points (running as master access point) can take on the function of the WLAN
controller. If a WLAN network with more than 6 access points is desired, a router is necessary as
WLAN controller hardware.

3.2 Access Point hardware
The WLAN Controller can manage all OSDx firmware-based bintec elmeg access points as well all
BOSS firmware-based bintec elmeg access points with firmware version 7.9.6 or higher, which
support at least WiFi 4 (802.11n).

We recommend using OSDx firmware-based access points as well as BOSS firmware-based access
points and routers with integrated WLAN for which a current BOSS firmware from 10.2.12 (published
in September 2022) or higher is available:

e Router with integrated WLAN from be.IP series and RSxx3 series (these routers can manage
itself and further access points, but cannot be managed from other routers)

e The OSDx fimrware-based access points W2044ax, W2022ax, APR2044ax, W2022ac and
W2022ac-ext

e All access points of WIQ series (W2003ac, W2003ac-ext, WO2003ac, W0O1003ac, APR222ac,
W2004n, W2003n, W2003n-ext, W1001n, W1003n, WI1003n, WO02003n, WO01003n,
W2002T-n)
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3.3 WLAN Controller software licences

From BOSS firmware version 10.2.12 or higher in any supported device the WLAN controller is
activated with up to 6 freely manageable APs (namely without necessity to buy additional licenses up
to that network size). In previous BOSS versions without additional licenses at most only a single
access point could be managed via WLAN Controller.

With every additionally installed WLAN Controller license in the WLAN controller router 6 further
access points can be managed. Up to eleven WLAN controller licences can be installed on an RSxx3
series router (e.g. R$123), allowing the management of a maximum of 72 access points. On central
routers (e.g. RXL12100) up to 24 licenses can be installed, which allows for at maximum 150
managed access points.

Overview of minimum required WLAN controller hardware and licenses required in relation to the
intended of number of access points:

Up to 6 AP Up to 48 AP Up to 72 AP Up to 150 AP
Required WLC None, runs on be.IP series RSxx3 series or RXL series router
hardware the master AP router Rxxx2 series
router
WLC licenses None 7X 11x 24x

4 Network configuration

4.1. Internal DHCP server

If there is no active DHCP server in your network, and if the WLAN controller device will also act as
DHCP server (internal DHCP server) you can directly proceed with WLAN rollout with the WLAN
controller assistant on page 6. The WLAN controller assistant includes the setup of all necessary
DHCP server settings as well.

4.2. External DHCP server

For the access points to be manageable by the WLAN controller they must know the IP address of the
WLAN controller. So, in addition to the required basic network settings such as device IP address,
default gateway and nameserver, the DHCP server needs to provide the access point with the IP
address of the WLAN controller. This is done via option 138 of the DHCP protocol. This option (also
named CAPWAP Access Controller) must, therefore, be enabled on the DHCP server, and the IP
address of the WLAN controller must be specified. In case:

e Another bintec elmeg router is operating as DHCP server: The required configuration steps
are described in the appendix at page 21.

e A Microsoft Server 2003 or Server 2008 is operating as DHCP server: The required
configuration steps are described in the appendix at page 21.

e A Linux server is operating as DHCP server: The required configuration steps are described in
the appendix at page 25.

o The router of a third-party provider is operating as DHCP server: Please perform the
configuration of DHCP option 138 according to the respective documentation.
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4.3 No DHCP server - APs with static IP address settings

Occasionally, it may be necessary — however due to the high additional configuration effort it is not
recommended — to operate a WLAN-controller-managed network with static IP address and network
settings. Thus, each access point requires the manual configuration of IP and network settings. The
necessary configuration steps for all access points are described in Appendix on page 25.

5 WLAN rollout with the WLAN controller assistant

The WLAN controller assistant guides you through configuration and rollout of your WLAN network
in at most 3 steps. In the following example we assume that the WLAN Controller router is your
internet access router as well.

5.1 Step 1: Activation of the WLAN Controller

Navigate in the GUI of your Wireless LAN Controller device to menu point “Assistants > WLAN
(WLC)”. Only if the WLAN Controller in your device is not activated yet you will see the information
page below with “Warning: Wireless LAN Controller is not activated.” In case you do not see this hint
(e.g., on a “be.IP Plus” in factory defaults) the WLAN Controller is already active and you can directly
skip to step 2.

Assistants LR e

e soniord )
nitial operation Telekom be.wp,plusp bintec elmeg LANGUAGE VIEW  [EbEi] v B SAVE CONFIGURATION

First steps WIRELESS LAN

nternet

WLAN

WLAN (WLC) Wireless LAN Controller

Telephony

Warning: Wireless LAN Controller is not activated.

VPN
CONFIGURE BASIC PARAMETERS FIRST
NAT / Firewall

Webfilter

System Management V'

Figure 2: "Assistants > WLAN (WLC) >Wireless LAN Controller" WLAN Controller inactive

Click on the link “Configure basic parameters first”. You will be forwarded to the GUI page “Wireless
LAN Controller > Controller Configuration > General”:

February 2023 6



jébintec elmeg.

WLAN Controller Introduction

Assistants LoEot 0

be.IP plus ¢ LANGUAGE  VIEW B SAVE CONFIGURATION

System Management be.p_plus bintec elmeg

Physical Interfaces GENERAL AP AUTOPROFILE

VolP

Numbering

) Basic controller settings General AP settings
Terminals
call Routing Status @ Enabled Managed AP LED mode | status v |

Applications Regulatory Domain [ETst v]
LAN Region | Germany v |
Wireless LAN Interface [BRDGE BRO v |
DHCP Server DHCP Server with enabled CAPWAP option (138):
O External or static
@ Internal
IP Address Range
192.168.0.10 - 192.168.0.30

-+ ADVANCED SETTINGS

Maintenance
Networking v OK CANCEL

Figure 3: “Wireless LAN Controller > Controller Configuration > General” WLAN Controller enabled

Here you define the basic characteristics of the WLAN Controller:

e Status: Set this status to “Enabled” to do the basic settings for the Wireless LAN Controller.

e Regulatory Domain: Here you can select the regulatory domain. It defines which frequencies
are allowed for WLAN and needs to be identical to the factory-made fixed regulatory domain
of your access points, otherwise the WLAN of your access points stays off. The default value
is “ETSI” (European Telecommunications Standards Institute). Change this setting only if you
have factory-made adapted access point for this purpose.

e Region: This setting adapts your WLAN network to the specific WLAN regulations of your
region. You need to select the country where your access points are located.

e Interface: Defines over which interface the controller communicates with the APs (the IP of
this interface is the WLAN Controller IP address configured in option 138 of the DHCP server).

III III

o DHCP Server: Defines whether the “internal” or an “external” DHCP server is used for the
access points. When using the internal DHCP server, all DHCP server settings including option
138 are made automatically. You'll find information on configuring an external DHCP server
in appendix on page 21.

e IP Address Range: Defines the IP address range available to the internal DHCP server.

Note: If an external or internal DHCP server was already enabled at the time of AP installation, but
DHCP option 138 was only subsequently enabled, the WLAN controller may fail to display the APs
within your network. This can happen because the APs have already been assigned an IP address but
have not yet received the WLAN controller IP address. This can be remedied by waiting for the
expiration of the DHCP lease time or by restarting the APs.
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5.2 Step 2: Setup of the internal WLAN

You are now on the on the overview page of the WLAN Controller assistant, which tells you how
much access points are currently managed by the WLAN Controller, how many WLAN clients are
connected in total over all configured WLAN networks and which WLAN networks are configured and
on how many radio cells (one or two per AP, depending on hardware equipment of the AP) these
WLAN networks are active. Per default on the “be.IP Plus” displayed here an internal WLAN is
present, which is linked with your LAN network:

Assistants EOECEE e

be.IP plus %

nitial operation Telekom refmE bintec elmeg LANGUAGE VIEW andare w B SAVE CONFIGURATION

First steps ‘WIRELESS LAN

nternet
WLAN
Telephony Wireless LAN Controller
VPN Access Points - discovered / offline / managed 0/0/1
NAT / Firewall
Active Clients 0

webfilter

System Management

= 5
Physical Interfaces = WLAN Networks

VoIP Network Name (SSID) Guest Network Security Status Action

Numbering be.P-2266 WP 2 5K 9, AV s
Terminals

Call Routing

Applications <+ ADVANCED SETTINGS

LAN

NEW oK CANCEL

Wireless LAN

Figure 4: "Assistants > WLAN (WLC) >Wireless LAN Controller" overview

You can edit this WLAN network with a click on the pencil:
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Assistants ez 0

be.lP plus . [ standard |
nitial operation Telekom be.p_plus blntec elmeg LANGUAGE A/ Standard B SAVE CONFIGURATION

'WIRELESS LAN

Telephony
Edit settings (7]
VPN
Network Name (SSID)
NAT / Firewall Assign a name for your wireless network. Select a unigue name, as it will be
network for registerir es ut does not need to
Webfilter be complex like a password
ssID
T AT be.IP-8966 i Visible
Physical Interfaces
Encryption Method
VoIP Activate encryption and key authentication in order to restrict access to your wireless network. | wpa 2 PSK v
encryption is a password re: crypted network, which is recommended for traditional secured

V
Numbering personal works and works with nearly every Wireless Client.

Terminals

WLAN Key

The key should be more than eight characters long and contain lowercase and uppercase letters as well

Call Routing as digits and special characters.

ssscsses

Applications

LAN

0K CANCEL

Wireless LAN

Figure 5: "Assistants > WLAN (WLC) >Wireless LAN Controller" edit WLAN network

Here you can setup your WLAN network:

o Network Name (SSID): Here you can assign a name to your WLAN by which it will be found
by WLAN clients. Optionally you can define here that the WLAN name shall not be visible. At
hidden WLAN networks WLAN user need to know the name and enter it manually into their
WLAN client to be able connecting to the WLAN network.

e Encryption Method: The encryption method determines if and how users can access the
WLAN network. Pre-set is “WPA 2 PSK”, which is secure and as compatible as possible at the
same time. You can choose out of a list of various methods from open unencrypted WLAN
networks up to the high secure WPA 3. Concerning this matter please take note of the hints
in the assistant, especially that the internal WLAN module of the bintec elmeg routers does
not support WPA 3. You need W2022ac, W2022ac-ext, W2022ax or W2044ax access points
with OSDx firmware version 2.4.1.1 or higher for WPA 3.

e WLAN key: The WLAN key needs to be at least 8 characters long and should be sufficiently
complex to avoid that it can be figured out via trial and error by unauthorized persons.

With clicking on “OK” these settings are taken over immediately and rolled out to all access points on
2.4GHz band and (if available in the access point) on 5GHz band. Furthermore, access points added
later automatically will be put into operation with these WLAN network settings immediately on
connecting them to the LAN network. An extension of the WLAN network by further access points
thus works fully automatic — except the mounting of the access points.

In the overview of page of the assistant you can check in summary (and more in detail on the detail
menus explained further down in the text) if commissioning of the access points worked correctly.
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Managed access points are locked by the WLAN controller and all direct access to them is prohibited.
An access point can only be locally configured after the WLAN controller released the access point.

5.3 Step 3: Adding a guest WLAN
In the overview page of the WLAN Controller assistant, you can add further WLAN networks via
clicking on “New” (in the lower right corner). You can setup up to 8 WLAN networks.

In this example we create a further WLAN network for guest access. After clicking on “New” you get a
WLAN network configuration page with a further setting called “Guest Network”, which is available
for newly created networks only. We setup our guest network analogue to the previous step with an
own network name and WLAN key and additionally set the “Guest Network” to “Enabled”:

Assistants EREOI e

be.lP plus .
p bintec elmeg anGuace  view Eorciing D) SAVE CONFIGURATION

nitial operation Telekom be.ip_plus

First steps WIRELESS LAN

nternet

WLAN

Telephony Edit settings 0

o Network Name (SSID)
Assign a name fi reless network. Select a unique name, as it will be
etwork for registe her devices. The name is visible in the wireless net
omplex like a password.

o0 identify your
but does not need to

NAT / Firewall

SSID

My-Guest-WLAN @ Visible
System Management
Physical Interfaces En:ryption Method
Activate encryption and key authentication in order to restrict access to your wireless network. | weA 2 PSK v
VolP
cted and encrypted network, which is recommended for traditional secured
. very Wireless Client.
Numbering
Terminals WLAN Key
The key should be more t ht characters long and contain lowercase and uppercase letters as well
. as digits and special chara
el ssscssssessessssesesee
Applications
Guest Network
LAN A Guest Network is a separate network used for WLAN Guests. . Enabled

Wireless LAN

Wireless LAN

0K CANCEL

Controller

Figure: 6"Assistants > WLAN (WLC) >Wireless LAN Controller" add guest WLAN network

In case the WLAN Controller router has no internet access configured via PPPoE (e.g. via xDSL) you
will see on enabling the “Guest Network” function the warning message: “Attention! There is no
Internet Connection over a PPPoE Interface configured, the Firewall settings for WLAN Guest
Networks have to be set manually.” In the above example the Internet access is configured already. It
is recommended to use the WLAN Controller router also as Internet access gateway especially in case
of guest WLAN networks, as the firewall rules and further settings automatically rolled out by the
assistant (also on the other router providing Internet access) would otherwise have to be created
manually afterwards and adapted to the respective situation.

We leave that page with “OK” now and see afterwards the overview page of the WLAN Controller
assistant with both networks:
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Assistants Logout 0
be.IP plus
nitial operation Telekom be.\p_p\usp bintec elmeg LANGUAGE  VIEW B SAVE CONFIGURATION
[ WIRELESS LAN
nternet
AN
Telephony Wireless LAN Controller
Ve Access Points - discovered / offline / managed 0/0/4
NAT / Firewall
Active Clients 0

Webfilter

System Management

“= WLAN Networks

Network Name (55ID) Guest Network Securi ty Status Action

Physical Interfaces

VolP

Numbering be.IP-8966 WPA 2 PSK 7 NV

[ ]
N,

Terminals
My-Guest-WLAN WPA 2 PSK 7 ~ v

[ ]
N\,

call Routing

Applications

-+ ADVANCED SETTINGS
LAN

Wireless LAN
NEW 0K CANCEL

Figure 7: "Assistants > WLAN (WLC) >Wireless LAN Controller" overview of the finished configuration

The guest WLAN is automatically deployed like the internal WLAN on all current and later added
access point (in the above example 3 further APs were added).

The actual commissioning of the WLAN infrastructure with two separate WLAN networks for
employees and guests is now successfully completed and you can use your WLAN. Please do not
forget to save your successful configuration via the “Save configuration” button in the upper right
corner.

The access points themselves keep their current configuration in their volatile memory only and do
not save it to their persistent memory. In the event of power failure, the configuration within the
access points is lost and automatically re-loaded into the access point by the WLAN controller after
power is restored. Keeping the configuration only in the volatile memory of the APs has the
additional advantage that no sensitive access data (such as WLAN keys) can be compromised through
theft of an access point installed at a public location.

Everything else is for a deeper understanding of the configuration rolled out by this assistant, for
troubleshooting individual network components, and if you want to make adjustments that go
beyond this assistant.

6 Details and optional customization of WLAN controller assistant

configuration

In order to see the details of the configuration rolled out by the WLAN Controller assistant you need
to switch on be.IP series routers the “View” to “Full Access” in the upper right corner first. On all
other devices you do not need to do that intermediate step as they run in full access already.
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6.1 Overview of rollout configuration from the WLAN controller assistant

In the left menu we now go to menu item “Wireless LAN Controller > Controller Configuration >
General”. Either you know this page already from initial setup or in case the WLAN Controller was
already active you now can view the basic settings of your WLAN Controller here.

In case you are distracted by the blinking of the access points you can globally set the LED status for
all managed APs to “Off”. Please note: The access points now all look as if they are switched off. You
can no longer see from the LED whether an AP is working or not. For BOSS based access points does
this applies also after reboot and even in case it is not connected any longer to the WLAN Controller.
You need to revert this setting (either via WLAN Controller or if the AP is not managed any longer via
the internal GUI of the AP) to get the LED shining again.

We now go to the next tab “Wireless LAN Controller > Controller Configuration > AP Autoprofile”.
There you find an auto profile, which was created (and extended) by the assistant and which
automatically configures new access points with your WLAN settings:

GENERAL AP AUTOPROFILE
AP Autoprofile

LAN MAC Address « IP Address Netmask Location Radio 1 (V55 Count) Radio 2 (VSS Count) Status Action

All 192.168.0.0 255.255.255.0 1: 2.4 GHz Radio Profile(2) 5 GHz Radio Profile(2) AV i ,.

Figure 8: Wireless LAN Controller > Controller Configuration > AP Autoprofile” overview

In menu item “Wireless LAN Controller > AP Configuration > Access Points” you see all found and
managed access points with their status and configuration. On assignment of radio channels, the
WLAN Controller takes care that APs use non-overlapping channels only and the managed access
points take care that any interferences among each other are as low as possible.

To initiate a new tuning of the used channels after longer operation (e.g., if other neighbouring APs
have been added) and thus minimize any WLAN interference, you can use the “Channel reallocation”
function by clicking on “START”. While active the tuning causes unavoidable short interruptions in
the operation of the WLAN at the APs (one after the other):
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ACCESS POINTS RADIO PROFILES WIRELESS NETY

Location - Name + IP Address LAN MAC Address Channel Search Channel Status Action

1:-be.lP plus 192.168.0.251 Elmegt_7f:01:54 5 HT20 (auto) G Managed AWV i ,'

1:-W2003ac 192.168.0.13 BintecCo_49:10:F1 1 HT20 (auto) f 36 VHTA0+ (auto) cC Managed ~ v [} Vs

1:-W2022ac 192.168.0.15 BintecCo_53:62:06 9 HT20 (auto) / 56 VHT40- (auto) cCc Managed A v [} 7

1:-W2044ax 192.168.0.17 BintecCo_6e:60:1¢ 13 HE20 (auto) / 44 HE40+ (auto) cC Managed ~ v [ ] Va
Channel reallocation START

Figure 9: “Wireless LAN Controller > AP Configuration > Access Points” overview

Via the pencil icon you can see for every access point its hardware properties (number and
characteristics of the radio module and if the access point for instance supports WPA3 or not), the
radio profiles and wireless network profiles linked to it as well as further individual settings.
Moreover, you can assign each device an individual location description here, which is recommended
for a better overview in networks with many access points:
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ACCESS POINTS ~ RADIO

e e

Device Type W2044ax Location
1:
Serial Number DAADZ-000190
P MName
LAN MAC Address 00:a0:f9:6e:60:1c W2044ax

Operation Band: 2.4 GHz @ ETSI

Bandwidth: 20 MHz I?_Escr’i;mun
Radio Module 1 supported features Wireless Made: 802.11b/g/n/ax =
Spatial Streams: 4x4
Data-rate wimming: Yes | WPA 3: Yes Default Radius Server 'MNone v/
Operation Band: 5 GHz @ ETSI CAPWAP Encryption @ cnabled

Bandwidth: 20 MHz, 40 MHz, 80 MHz
Radio Module 2 supported features Wireless Mode: 802.11a/nfac/ax

Spatial Streams: 4x4

Data-rate wimming: Yes | WPA 3: Yes

Radic Module 1 Radic Module 2

Operation Mode ® on O off Operation Mode ® on O off
Active Radio Profile |24 GHz Radio Profile v | Active Radio Profile |5 GHz Radio Profile v |
Channel [Auto v] Channel [Auto v]
Channel in use: 13 Channel in use: 52
Transmit Power [Max. v Transmit Power [Max. v
Assigned Wireless Network (V55) Assigned Wireless Network (VSS)

Profil MAC Address Status Profil MAC Address Status

vss-1:be.IP-8966 e2:a0:f9:6e:60:10 | ] vss-1:be.|P-8966 2:a0:M0:6e:60:10 [ ]

vss-2:My-Guest-WLAN e2:a0:f9:6e:60:11 i vss-2:My-Guest-WLAN f2:30:f9:6e:60:11 i

0K CANCEL

Figure 10: “Wireless LAN Controller > AP Configuration > Access Points” edit page

In menu item “Wireless LAN Controller > AP Configuration > Radio Profiles” you will find two radio
profiles, one for the 2.4GHz band and one for the 5GHz band, which are applied to the managed
access points on their radio modules.

The 2.4GHz radio profile is optimized for best possible data throughput and frequency utilization in
WLAN networks of more than one access point with default settings 802.11g/n/ax for wireless mode,
4 spatial streams, ETSI channel plan (1 —5—9 —13), enabled short guard interval and a beacon period
of 100ms. The 5GHz radio profile has analogue default settings with a wider channel bandwidth and
a channel plan optimized for 5GHz operation as there are more channels available.

Here you can customize radio frequencies, wireless mode, channel plans and more. Please note the
context-sensitive online help and the online document linked in that page, which tells which settings
are supported by what access point type. If an access point is configured by the WLAN controller with
a setting that it does not support, it selects a setting that is closest to the transmitted configuration.
Thanks to this “best effort approach” you can use even for different AP generations within the same
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frequency band most times the same radio profile. Thus, you can keep the WLAN Controller
configuration simple even in historically grown WLAN networks:

ACCESS POINTS RADIO PROFILES WIRELESS NETWOR

Please note that not all devices support all the options available in the WLAN Controller. A list which devices support which options can be found
here: http://system-update.eu/doc/misc/wlc notes en.pdf

Radio Profile Definition Performance Settings

Description Wireless Mode | B02.11g/n/ax v |
2.4 GHz Radio Profile

Number of Spatial Streams \_4 v
Operation Mode | Access Point v |

Airtime fairness @ crabled
Operation Band | 2.4 GHz In/Outdoor v |

Cyclic Background Scanning @ cnabled

Advanced Settings

Frequency Settings Radio Timing

Channel Plan |ETsIMode v | Beacon Period
(1.5,9,13) 100 ms
switch Channel on Jammer @ cnabled
DTIM Period
Short Guard Interval @ cnabled
Max. Transmission Rate | Auto v |

RTS Threshold
2347

Short Retry Limit
Long Retry Limit

Fragmentation Threshold
2346 Bytes

OK CANCEL

Figure 11: “Wireless LAN Controller > AP Configuration > Radio Profiles” edit page for ,2.4GHz Radio Profile”

In menu item “Wireless LAN Controller > AP Configuration > Wireless Networks (VSS)” you will see
the wireless network profiles for all WLAN networks, which you created previously via the WLAN
Controller assistant. There you can do numerous customizations on detail settings and optimize them
for your operation purpose, which were preallocated by the assistant with as general as possible
values. Among others you can do there the security settings for WPA Enterprise, which are not
selectable via the assistant (e.g., “WPA 3 Enterprise CNSA”, which is intended for high assurance
networks), which especially are standard in WLAN networks of companies and agencies.

We now investigate the wireless network profile for the guest network. Guest networks are realized
by the WLAN Controller via VLAN. In the edit page of the wireless network profile for the guest
network you find the box “VLAN” further down in the page. There you see that VLAN is enabled and
that the WLAN ID 3 has been assigned to it (every guest network created via the assistant gets an
own VLAN ID in ascending order). That way all data from WLAN clients which are connected to that
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guest network on an access point are tagged with VLAN ID 3 in Ethernet LAN. Thus, this network is
securely separated from the untagged LAN network but still uses the same LAN cable infrastructure:

‘WIRELESS NETWORKS (VS5)

Please note that not all devices support all the options available in the WLAN Controller. A list which devices support which options can be found
here: http://system-update.eu/doc/misc/wlc_notes en.pdf

Service Set Parameters Security Settings

Network Name (SSID) Security Mode | wea Psk v|
My-Guest WLAN @ Visible WP Mode wenz v
WPA2 Cipher @® AES O TKIP O AES and TKIP

Intra-cell Repeating

Preshared Key
U-APSD sssssses

IGMP Snooping @ cEnabled

Client load balancing MAC-Filter

Max. number of clients - hard limit Access Control

32

Dynamic blacklisting @ FEnabled
Max. number of clients - soft limit
28 Failed attempts per Time

10 / 60 Seconds

Client steering | Disabled - optimized for fast roaming v |

Blacklist blocktime

» el o) 500 seconds

Fast BSS Transition (802.11r) [Disabled v |

Radio Resource Management (802.11k)

Network assisted Roaming (802.11v)

VLAN Bandwidth limitation for each WLAN client
VLAN i Enabled Rx Shaping [Nolimit v |
VLAN ID Tx Shaping | Holimit v |

Data-rate trimming Low RSSI threshold management

I w

2.4 GHz band data rate profile [ All (Min. 1 MBit/s) v RSS! threshold

-110 dBm
5 GHz band data rate profile | All (Min. & MBits) v |

Grace time

Seconds

oK CANCEL

Figure 12: “Wireless LAN Controller > AP Configuration > Wireless Networks (VSS)” edit page for the guest WLAN network

6.2 LAN configuration details for the guest WLAN

However, a VLAN needs an own access interface as well, which deploys a separate IP network via
DHCP, as well as services like DNS and which controls access to the Internet. For this purpose the
WLAN Controller assistant has created in the WLAN Controller router an own virtual interface with
VLAN ID 3, which is based on the interface of the WLAN Controller and which you can find in menu
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item “LAN > IP Configuration”. In be.IP series this virtual interface is called “br0-1” in default settings
(as the WLAN Controller interface is “br0” in default settings there). In the configuration of this
virtual interface you see again the VLAN ID 3, as well as the IP address 192.168.3.1 (the penultimate
block of the IP address is always assigned the same number as the VLAN ID by the assistant for a
better overview) and that the security policy of this interface is set to “Untrusted”:

INTERFACES

bro-1(VLAN ID3)
Interface Mode O Untagged @ Tagged (VLAN) Security Policy @® Untrusted O Trusted
VLAN 1D Address Mode ® Static O DHCP
3
IP Address / Netmask
IP Address Netmask
192.168.3.1 255.255.255.0 ]

Basic IPv6 Parameters

IPV6 Disabled

+ ADVANCED SETTINGS

OK CANCEL
Figure 13: “LAN > IP Configuration” edit page for virtual interface "br0-1"

The DHCP server instance created by the WLAN controller assistant for the VLAN of the guest
network can be found in the “Local Services > DHCP Server” menu. In the “Local Services > DHCP
Server > IP Pool Configuration” page, you will find an IP pool from the 192.168.3.x network which
name is identical to the network name assigned in the wizard for this guest WLAN:

IP POOL CONFIGURATION DHCP CONFIGURATION IP/MAC BINDING DHCP RELAY SETTINGS

IP Pool Name ~ IP Address Range Primary DNS Server Secondary DNS Server
My-Guest-WLAN 192.168.3.100 - 192.168.3.199 0.0.0.0 0.0.0.0 i ,'
DHCP Adressbereich 192.168.0.10 - 192.168.0.30 0.0.0.0 0.0.0.0 i /.

NEW

Figure 14: “Local Services > DHCP Server > IP Pool Configuration” overview
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Finally, in the “Local Services > DHCP Server > DHCP Configuration” page, you will find the DHCP
server instance for this pool, bound to the virtual interface for VLAN 3:

IP POOL CONFIGURATION DHCP CONFIGURATION IP/MAC BINDING DHCP RELAY SETTINGS

Interface ~ IP Pool Name Gateway Lease Time Status
bro-1 My-Guest-WLAN Use router as gateway 120Min. . Enabled i [’
bro DHCP Adressbereich Use router as gateway 120Min. . Enabled i /‘

NEW 0K CANCEL

Figure 15: “Local Services > DHCP Server > DHCP Configuration” overview

In the “Firewall” menu, the WLAN controller assistant has created firewall rules that allow the
devices in the guest network to access the Internet and which block access to all other local networks
(including any other guest networks that may have been set up) and to the router itself. In the
“Firewall > Policies > IPv4 Filter Rules” page, you can see three firewall rules created by the WLAN
controller assistant for the virtual interface in VLAN 3 and a default filter rule:

1. The first rule allows access to essential services (DHCP and DNS) in the router, which are
summarized in the service group “wlan-guest-local-access”.

2. The second rule is an optional rule (which you can subsequently disable via the check) that
prevents IP telephony over the guest network.

3. The third rule allows access to the Internet interface and thus to the Internet for services,
which are listed in the services group “Internet”.

4. Since the virtual interface for VLAN 3 — as mentioned above — is set to “Untrusted”, the
fourth rule is the standard filter rule “n+2”, which discards all other data connections not
covered by the above rules.
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1PV4 FILTER RULES IPV6 FILTER RULES OPTIONS

Filter Rules

Order Source Destination Service Action Policy active

1 BRIDGE_BRO-1 LOCAL wlan-guest-local-access Access @ cnabled T = [ ] Va
2 BRIDGE_BRO-1 WAN_TELEKOM sip (UDP/TCP:5060) Deny @ cnabled T = B Va
3 BRIDGE_BRO-1 WAN_TELEKOM Internet Access @ cnabled T = [ Va
Order Source Destination Service Action Policy active

n Trusted Interfaces Va ANY ANY Access

n+2 Untrusted Interfaces ANY ANY Deny

NEW 0K CANCEL

Figure 16: "Firewall > Policies > IPv4 Filter rules" overview

The service groups “wlan-guest-local-access” and “Internet” created by the assistant can be found in
the GUI page “Firewall > Services > Groups”. There you can view the network services allowed in the
respective groups and subsequently adapt them to your needs:

SERVICE LIST GROUPS

Description Members
ipsec-group ip-sec, esp, ah, ipsec-natt i /‘

echo-req, echo-reg-ipvé, ftp, ssh, telnet, smtp, time, dns, tftp. http, http (SSL), rtelnet, pop2, pop3, pop3 (SSL) _ o
Internet (] Vs

sftp, nntp, nntp (SSL), ntp, imap, imap (S5L), irc, imap3, ip-sec, timed, pptp, sip, esp, ah, ipsec-natt

wlan-guest-local- -
echo-req, dns, dhep [ ] P4
access

NEW

Figure 17: “Firewall > Services > Groups” overview

6.3 Important notes on VLAN

For the WLAN guest network and other VLAN-tagged WLAN networks to work on access points that
are connected to the WLAN controller router through a network switch, your network switch must
accept these VLAN IDs “tagged” on all ports to which the access points and WLAN controller router
are connected. Most modern network switches discard any VLANs that are not explicitly allowed on

the network switch.
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In the event of a problem, your WLAN clients will see the WLAN guest network at the access points
and can also log on to the WLAN, but they will not receive any network connection (and most
smartphones will log off from the WLAN again immediately as a result, so that it looks as if the device
cannot connect to the WLAN).

In this case, please configure your network switch to pass through the required VLANs according to
the manual from your network switch manufacturer.

6.4 E-mail alert in case of access point failure

Starting with BOSS release 7.10.1 the WLAN Controller offers the option to send an e-mail in case
one of the managed access points goes off or is no longer reachable. This is especially helpful in
larger and complex WLAN infrastructures where this kind of failure does not become immediately
apparent. The necessary configuration is done on the WLAN Controller device in the menu “External
Reporting > E-mail Alert > E-mail Alert Recipient” (the server settings for e-mail alert are not
described here). There you add a new entry:

ALERT RECIPIENT ALERT SETTINGS

Add / Edit Alert Recipient

Alert Service E-mail

Recipient
hotline@support.company.tid

Message Compression @ Enabled

Subject

WLAN status: Hotel Lake View

Event | Managed AP offline ~

Message Timeout

60 Seconds

Number of Messages

oK CANCEL

Figure 18: “External Reporting > E-mail Alert > E-mail Alert Recipient” adding an alert for a failed access point

Here you define your desired e-mail alert:

Recipient: The email address of the mailbox that should receive this notification.
Subject: Select a suitable subject, so that you can assign the e-mail in your mailbox more
easily.

3. Event: Select here the predefined event “Managed AP offline” from the drop-down list.
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7 Appendix

7.1 Configuration of a DHCP server on another bintec elmeg router

The requirement is a bintec elmeg router with BOSS software release 7.9.5 Patch 4 or higher. Here
the DHCP option “CAPWAP Controller” needs to be selected in edit page of GUI item “Local Services
> DHCP Server > DHCP Configuration” and the IP address of the WLAN controller device needs to be
entered in the “Value” field:

Logout 0
Y
bintec RS123 ‘(’bintec elmeg LANGUAGE View ) SAVE CONFIGURATION

IP POOI NFIGURATION DHCP CONFIGURATION IP/MAC BINDING DHCP RELAY SETTINGS

Basic Parameters

Interface ent-0
IP Pool Name [ defpoal v|
Pool Usage | Local v |
Description

Advanced Settings:

Advanced Parameter

Gateway | Use router as gateway ~ |

Lease Time

120 Minutes

DHCP Options

Option Value

| capwap controller v 192.168.0.254

ADD

Vendor Specific Information (DHCP Option 43)

Vendor ID Vendeor Specific Information

ADD VENDOR STRING ADD VENDOR GROUP

oK CANCEL

Figure 19: “Local Services > DHCP Server > DHCP Configuration” add "CAPWAP Controller" in edit page

7.2 Configuration of a DHCP server on Windows Server 2003/2008

First, your Windows DHCP server service must receive a basic set up, i.e., the DHCP IP address range
needs to be defined, and standard options such as DNS server and standard gateway need to be
configured according to your network infrastructure.

In the DHCP service window (accessible via Control Panel, there under Administration), right-click on
the existing DHCP service instance (you can identify it through the computer name and the IP address
the DHCP service is linked to), then click on “Set Predefined Options” in the expanded context menu:
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Oatei  Altion  Ansicht 2
» @R 2B 4

&
[ once
D) oo 10. | ey

?; 7 Bereich [ Statistik anzeigen, .. Status

1] Wird ausgefihet

&
[ Serverop  peuer Berekch...

[ e
[Entfernt, Sndert odar FOGE Optionen aUs dar vorderinierten Liste hinzu, [ [

In the window which now opens, click “Add” to add the CAPWAP option, which is not predefined by
default:

T ~ioix
T

Datel NMM 2 .
= BB 2m 0

-@-[ vordefinierte Optionen und Werte ﬂﬁl¥
B

| Dptionsklasse: | DHCP Standardoptionen
Oplionsname: | 002 Zerotset |

Beschiebung: IUCT'ONN n Sekunden

. ok | Abbrechen |

[ [ |

In the “Option Type” dialogue window, the CAPWAP option is now defined (but not yet activated).
“Name” and “Description” can be freely selected but should be named plausible. The data type must
be set to “IP address” and “Array” setting needs to be checked. In addition, “Code” must be set to
“138”. If the code is already in use for another, self-defined DHCP option not matching the CAPWAP
DHCP option, the pre-existing one must first be deleted. Close the dialogue and the previous window
by clicking “OK”:
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N .o
Detel Akjon it 2
= B R 2B 4

.E-t Vordefinierte Optionen und Werte = _‘L[)_tj
8§

3 " Status
[ DHCP-St. b
Optionsklasse: | DHCP-Standardoptionen | prrerpmeren
Dptinnensma 1000 Zadniboms -l
Optionstyp ll-!"
Klasse: Global
Bes  \ame: |Capwiap

"W Datertyp: IIPMme -| V Anay
f Code: |13a
Beschiebung  |CAPWAP Wireless LAN Contioler

[Tok ] Avbechen |

e oK | Abbrechen |
[T [ I

Now, in the IP address range of the DHCP service already configured for future access points, right-
click “Range Options” and select “Configure Options” in the context menu:

[oonce Y = .
ST NI
= OB ER 2B &
CEG
= £&) charon [10.10.10.201)
= () Bereich [10.10.0.0] Wireles: Jeor
@) Adresspool 10.10,10.254
@ Adressleases 172.16.105.1
4 (8 Reservierungen ga.bintec.de
R 5 cichsoptir—r
5} Serveroptionen
I — | 3 | K1} | 2l

In the expanding dialogue window, select option “138” in the list of “Available Options”. In the “IP
Address” entry field, enter the IP address of the WLAN controller; then, on the right, click “Add”.
Theoretically, it is possible to enter several WLAN controller IP addresses here. At present, however,
only the first IP address is considered by the access points. Now leave this dialogue box by clicking

IIO K” :
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The DHCP service overview window should now also list the CAPWAP option. At this stage, the access
points and the WLAN controller in the network for which the DHCP service has been configured, can

go into operation:

i =10l x|
Qatei  Aktion 2 Ansicht 2
% OB RR 2B &
LFg
=) fs) charon [10.10.10.201) T e ]
= (2 Berexch [10.10.0.0] Wireles: ﬁﬁ """': ‘l‘:!l‘o —
g :m & 006 DNS-Seever Standard 172.16.105.1
) (8 Reservierungen 00]5 DNS-Domanenname Sxandard qa.bintec.de
& &P 138 CAPWAP Standard 10,10.10.20
K — | K1 | 2
[ [ [
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7.3. Configuration of a DHCP server under Linux
In the configuration file “/etc/dhcp/dhcpd.conf”, add the following (of course adapted to your
network):

# Format definition of DHCP CAPWAP option for WLAN Controller
option wlan-controller code 138 = array of ip-address;
# IP address range for managed Access Points
subnet 192.168.0.0 netmask 255.255.255.255 {
range 192.168.0.10 192.168.0.200;
option domain-name-servers mydnsserver.mydomain.tld;
# IP address of your gateway for this network
option router 192.168.0.1;
option broadcast-address 192.168.0.255;
default-lease-time 7200;
max—-lease-time 7200;
# IP address of your WLAN Controller
option wlan-controller 192.168.0.251
}

It

The lines beginning with option “wifi-controller” are the most crucial ones. The first of these two
lines defines the data format of option 138, as it is not contained in the standard format definitions
of the dhcpd. The second of these two lines specifies the IP address of the WLAN controller to which
the individual access points connect to after they have received all necessary data (own IP address,

WLAN controller IP address etc.) from the DHCP server.

n

All other specifications are standard for the definition of a DHCP pool: “subnet”, “range”, “domain-

n o«

name-servers”, “routers” etc. need to be configured according to your requirements.

Once the configuration file is saved, you need to restart the DHCP server.

7.4 Operation of APs with static IP address settings
On the WLAN controller device, when starting the WLAN Controller assistant, make sure that
“External or static” is selected in the first step of the configuration for the DHCP server.

As described in on page 5 the DHCP server not only assigns IP addresses but also provides the access
points to be managed with the IP address of the WLAN Controller. In case of static IP address settings
for access points it is necessary not only to specify an IP address and a netmask at each access point
that is to be managed, but also to manually specify the IP address of the WLAN Controller.

On OSDx-based APs and on BOSS-based APs starting with release 7.10.1 you can find the necessary
configuration parameter “Manual WLAN Controller IP Address” in the menu item “System
Management > Global Settings > System”:
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Logout 0

LANGUAGE B} sAVE CONFIGURATION

bintec W2044ax
W20443x ‘?bintec elmeg

SYSTEM AND TIME

Basic Settings Remote Configuration

NetManager communication

System Name

W2044ax

Allow configuration via WLAN Controller @ ctnabled
oS Obtain WLAN Controller IP Address Static

Manual WLAN Controller IP Address

192.168.0.251

Contact
LED mode | normal v |
Show Manufacturer Names " Enabled

OK CANCEL

Figure 20: Configuration on an OSDx-based AP such as the W2044ax

Logout 0
bintec W2003ac ‘{’himecelmeg LanGuace View EEIECEIES D SAVE CONFIGURATION

SYSTEM DS DATE AND TIME SYSTEM LICEI

Basic Settings

System Name

w2003ac

Location

Contact

BINTECELMEG

Maximum Number of Syslog Entries
50

Minimal Message Level of Syslog Entries | mformation v |

Maximum Number of Accounting Log Entries

20

NetManager communication

NetManager address
https://bintec.cloudnetmanager.com

LED mode Status v |

Manual WLAN Controller IP Address
192.168.0.251

Show Manufacturer Names @ ctnabled

Autosave Configuration

OK CANCEL

Figure 21: Configuration on a BOSS-based AP such as the W2003ac
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